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Key Fraud Trends For 2022
In the United States, 2021 marked the end of government stimulus programs and pandemic 
related lockdowns.  It also marked the beginning of a new era in fraud.  

The pandemic created hundreds of thousands of new fraudsters and scammers who learned to 
perpetrate fraud through the easy-to-obtain government stimulus funds.  When those funds 
dried up last year, those same fraudsters shifted their sight to other industries including auto 
lending, where they could continue to make millions using the same techniques. 

‣Fraud Estimates Increased to $7.7 Billion Driven By Higher First Party Fraud 

Point Predictive estimates that auto lenders endured over $7.7 billion in exposure due to fraud 
and misrepresentation during 2021 -- a 5% increase over 2020.    

Those increased losses were driven primarily by increases in first-party fraud schemes such as 
income misrepresentation, paystub forgery, and employment fabrication as well as through 
more "professional" means such as creating and using synthetic identities.  

‣Point Predictive Fraud Analysts Detected 260% More Fraud 

As fraud losses rose, Point Predictive’s own fraud analyst team began to see the impacts 
across the auto lending industry.  The number and value of suspicious applications reviewed by 
the team increased 260% as fraud attacks against lenders flourished. 

The team identified more synthetic identity fraud, use of fake employers, and credit washing 
cases that they believe is being driven by more demand for questionable credit repair services. 

‣More Than 5,000 Fake Employers Detected In The Consortium 

By the end of 2021, Point Predictive had identified more than 5,000 fake employers that were 
being used by consumers and dealerships against auto lenders. These fake employers were 
created to provide forged paystubs and dedicated phone lines to conduct fraudulent 
verification of employment for borrowers during the lending process. 

‣Lenders Fought Back - Increasing Spend On Technology and Staffing 

In 2021, 1 in 5 lenders surveyed indicated fraud was a serious issue for their organization. The 
seriousness of fraud drove many lenders to increase their investment in internal analytics, 
technology solutions, alternative data, more training, and staff dedicated to fraud.   

The 2022 Auto Fraud Trends Report By Point Predictive 

The 2022 Auto Fraud Trends Report provides the auto lending industry a comprehensive 
resource on fraud trends and lenders' perceptions and attitudes towards fraud. The results 
contain information from surveys conducted across 29 lenders, as well as a comprehensive 
year-end data analysis conducted by the Point Predictive fraud team. 

Executive Summary - The Key Fraud Trends of 2021
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Straw Borrower
$1.20B

Identity
$1.70B

Income
$1.80B

Employment
$2.90B

Auto loan fraud continued to climb in 2021 to over $7.7 billion in application exposure industry-
wide. 

Higher levels of fraud were primarily driven by income and employment fraud schemes, which 
represented close to 60% or $4.7 billion in estimated exposure.

Fraud Exposure For Auto Lending Climbed to Over $7.7 Billion in 2021

$7.7  
billion in fraud loss exposure to lenders in 

2021.

The 2021 loss exposure represents a 5% increase in risk when compared against 2020 when 
the estimated loss exposure was $7.3 billion for the year.    

There were 4 key drivers that contributed to rising exposure over the last year:

A 5% Increase In Exposure Versus 2020

1) Increase in Employer Fraud - Borrowers misrepresenting their employer to demonstrate their 
ability to pay, or creating a fictitious employer to commit fraud. The volume of fake employers 
significantly increased throughout 2021. 

2) Increase in Income Misrepresentation - Borrowers intentionally inflate their income to increase the 
likelihood of being approved. This doesn’t always lead to a loss but increases the risk of default 
due to an inability to pay.  The rate of income fraud reports increased for the first half of 2021, 
driving up total misrepresentation rates. 

3) More Synthetic Identities - The manufacturing of an identity using real and fake information, which 
is then used to obtain fraudulent loans and accounts also increased in 2021. Point Predictive 
found that in 2021 synthetic identity risk increased to 68 basis points. 

4) Pressure to Automate -  In order to stay competitive, many auto lenders were forced to automate 
their lending processes, which in many cases increased fraud.  We saw this in new identity theft 
trends that impacted the industry.
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Suspicious Fraud Alerts Suspicious Fraud Exposure

Point Predictive Fraud Analyst Findings - Fraud Rose 260%

The Point Predictive Fraud Analyst team brings the necessary experience and expertise to 
identify, interpret, and adapt to rapidly changing fraud trends. 

This group of seasoned fraud fighters leverages Point Predictive’s powerful artificial 
intelligence-based models to analyze suspicious activity and monitor how fraud continues to 
evolve across the automotive lending industry. The fraud analyst team acts as an extension of 
our consortium partners’ fraud fighting endeavors and will notify them to any suspicious activity 
found on applications. 

During 2021 the fraud analyst team identified over 16,641 suspicious loan applications with a 
total value of $309 million. These loan applications all appeared to have characteristics of 
employment fabrication, income manipulation, synthetic identity, and straw borrower red flags.  

These findings represent a 260% increase in suspicious loan application activity identified over 
2020.  This is consistent with a rising fraud risk environment seen throughout the year. 

Suspicious Fraud Activity Increased by 260% in 2021 Based on Fraud Analyst Findings
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Lenders Top Fraud Concerns in 2021 
Based on lenders surveyed across the industry
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Point Predictive conducted a survey of 29 lenders across the automotive industry, of which a 
majority were consortium partners. The study was a highly representative sample of the current 
market, ranging from small, deep subprime to large captive lenders. 

The results of the survey help shine a light on the impact of fraud across the auto lending  
industry, and identify how deeply fraud is impacting organizations. 

Of the lenders surveyed, more than 1 in 5 consider fraud a significant threat to their 
organization. Another 50% considered fraud a moderate threat to their organization.

1 in 5 Lenders Cite Auto Lending Fraud As A Serious Threat To Their Company

21%

54%

25%

Not Serious Moderate Serious

21% 
of lenders cited auto lending fraud is a 
significant threat to their organization

Is Fraud A Significant Threat To Your Organization?

The pandemic took a toll on many markets, industries, and economies in a wide variety of ways.  
The auto lending industry was no exception, but it impacted prime and non prime lenders in 
different ways. 

42% of subprime lenders indicated that the pandemic increased fraud risk on their portfolios. 
But only 10% of prime lenders indicated that the pandemic impacted their fraud risk. 

While the effects of the pandemic were not felt as significantly by prime lenders, increased 
identity theft and straw borrower fraud were reported as more prime lenders grappled with the 
increased fraud risk of online lending.

The Pandemic Impacted Lenders, But It Hurt Subprime Lenders More
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Rank Fraud Type

#1 Income Misrepresentation

#2 Employment Misrepresentation

#3 Dealer Fraud

#4 Synthetic Identity

#5 Payment Fraud

#6 Bust Out Fraud

#7 Title Fraud

#8 Identity Theft

#9 Straw Borrower

#10 Collateral Fraud

Lenders Cited Income, Employment, Dealer As Most Important Risk

Point Predictive asked each lender surveyed which types of fraud were driving losses in 2021. 
Income and employment misrepresentation were key pain points. 

While lenders did cite that those were the types of fraud currently driving their losses, they also 
indicated that other types of fraud keep them up at night. Below is a list of the fraud types that 
lenders were most focused on going into 2022.

Income Misrep.

Employment Misrep.

Dealer Fraud

Straw Borrower

ID Theft

Collateral Misrep.

Synthetics

Title Fraud
0 2 5 7 10 12
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4
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10

11

What types of fraud represent the greatest risk?
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12%

88%
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Lenders Cited Early Payment Default Are Highly Correlated To Fraud
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4 Most lenders view material 
misrepresentation to be a large driver of 
loans that default within the first 6 
months. 

Over half the lenders reported they 
believe at least 30% of their EPD losses 
are caused by material misrepresentation. 

That belief however was not shared by all 
lenders. One-third of lenders surveyed 
believe less than 20% of their EPD losses 
are caused by fraud or misrepresentation.

Over Half of Survey Responders Believe 1 in 3 EPDs is Caused By Fraud

Point Predictive defines auto lending fraud as the 
intentional and material misrepresentation of facts on an 
application that have an impact on the loan decision or 
the performance of the loan if funded. 

Through more than 250 retrospective studies, Point 
Predictive has identified that up to 70% of Early Payment 
Default (EPD) - defined as loans that default within the 
first 6 months - contain evidence of misrepresentation on 
the original application for that loan. 

According to the survey, auto lenders agree that EPD is 
an early indicator of fraud. An overwhelming majority - 
88% of the lenders - indicated that EPD was often the 
earliest indicator of missed fraud.   
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Fake Employers and Income Fraud
Employment and Income Fraud Found In Consortium Data
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Fake Employers Were Used Extensively in Income Manipulation

0

750

1,500

2,250

3,000

$0M

$15M

$30M

$45M

$60M

1/19
3/19
5/19
7/19
9/19
11/19
1/20
3/20
5/20
7/20
9/20
11/20
1/21
3/21
5/21
7/21
9/21
11/21

Fraud Exposure Bad Employer Applications

Employment misrepresentation is one of the most common fraud types identified by Point Predictive 
and has grown by almost 400% since first being tracked in 2019. In that time, loans tied to 
suspected fake employers rose from an average of $7M per month to $35M per month. 

When the employment of a borrower is misrepresented, the likelihood of default rises dramatically. 
Thirty percent of loans that had a fake employer charged-off, and of those charge-offs, 60% had 
defaulted within the first six months.

Total Fake Employers Identified 5,450

Total Loan Exposure $1,150,000,000

Average # of Borrowers Per Fake Employer 10

Average # of Applications Per Fake Employer 22

Average Loss Exposure Per Fake Employer $211,009

Median Lifespan of Fake Employer 639 Days

One of the most significant findings when reviewing these fake employers, was how persistent they 
are. Contrary to popular belief, once these fictitious businesses are identified, they don’t just give 
up. The median age of a fake employer within the consortium is almost 2 years. This means that 
even after being identified, they persist. 

Luckily, Point Predictive notifies its consortium partners of these instances in real-time.

MD 
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Fake Employers Are Most Prevalent in 11 States 
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The use of fake employers is typically tied to credit repair activity in certain high risk states. Point 
Predictive measured the per capita risk rate of fake employers by looking at the fraud losses due to 
fake employer against the population of the state.  The top 5 areas for fake employer fraud were 
Georgia, Texas, Washington DC, Nevada and Illinois. 
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Top Fake Employers Submitted Applications with > $100 Million in Loan Value

The top ten fake employers identified in 2021 had submitted almost 6,000 applications for more 
than $100M in loan value. As seen in the chart below, fraudsters tend to use generic business 
types when setting up fictitious employers.

Fake Employer Location Applications Submitted Fraud Exposure

Transportation Houston, TX 1,012 $20,104,408

Collections Los Angeles, CA 885 $17,764,585

Trucking Houston, TX 460 $10,864,807

Computer Repair Baltimore, MD 624 $10,665,087

Construction Chicago, IL 576 $10,470,834

Party Planning Birmingham, AL 506 $10,433,922

Transportation Houston, TX 432 $9,397,869

Consulting Atlanta, GA 419 $9,036,724

Property Management Chicago, IL 496 $8,209,098

Cleaning Oakland, CA 483 $7,475,057

Rank Applications Submitted Fraud Exposure

#1 96 $1,703,874

#2 70 $1,224,207

#3 64 $862,874

#4 60 $1,501,628

#5 54 $1,451,747

Fraudsters Don’t Give Up Once They’ve Found Something That Works
Fraudsters are persistent - One individual was seen across the consortium submitting 96 
applications with different fake employers for more than $1.7MM in loan value. This indicates 
that many of the individuals using these fake employers are professional, persistent fraudsters.  
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Employment Industry Types Can Determine Risk of Fraud and EPD 

Certain industries pose a higher risk of fraud and early payment default. Here are the most 
commonly used employment industries ordered by risk of early payment default.
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Employment Industry Risk Rate
SELF EMPLOYED 4.86%

STAFFING 4.80%
RIDESHARE/TAXI 4.11%

CALL CENTER 3.72%
SECURITY 3.60%

TECH 3.26%
NON-PROFIT 3.22%

RESTAURANT, CAFE OR BAR 3.20%
IHSS 3.16%

OTHER RETAIL 3.06%
CLEANING/FACILITIES 2.97%

PROFESSIONAL/BUSINESS SERVICES 2.83%
FAST FOOD 2.80%

ENTERTAINMENT/MEDIA 2.65%
CONSTRUCTION 2.59%

AGRICULTURE/FOOD MANUF 2.49%
WAREHOUSE 2.46%

BIG BOX RETAILER 2.43%
LOGISTICS 2.33%
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Income Misrepresentation Fraud Reports Climbed 22% in 2021

As lenders indicated in the survey, income misrepresentation is a key concern in 2022 and was a 
major driver of fraud growth throughout 2021. 

In last year’s report, Point Predictive saw the impacts that the pandemic had on fraud, and the 
dramatic increase in income misrepresentation caused by unemployment. This trend continued 
through the first half of 2021 with year-over-year growth of 22%. 

However, we noticed there was a peak in May 2021 with a steady decrease through the last half 
of the year. We believe this was caused by the introduction of COVID-19 vaccines, lifting of 
restrictions, and a reopening of the economy at scale in many states. 

Instances of income misrepresentation are still above pre-pandemic levels and we believe that 
trend is here to stay. Much of the original growth was caused by what we call “Fraud for Car” 
fraudsters. Those that have the intent to pay, but have to lie about their income or employment 
to get approved. Now that the majority of those consumers are back to work, instances of 
income misrepresentation will primarily be driven by those with more nefarious intent.
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Oct-21

Reports of Income Fraud Into The Consortium Rose 22% in Early 2021
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Fraudsters In Auto Lending Don’t Lie Big, They Lie Average

The most common salaries stated by fraudsters are similar to incomes reported on non-
fraudulent applications.  The most commonly reported annual income for loans containing 
income misrepresentation in 2021 was $48,000 per year. Given that the average annual salary in 
the US is $51,000 a year, fraudsters are using annual incomes that are similar to the national 
average. When fraudsters lie, most of them don’t lie big. 

Rank Stated Income
1 $48,000
2 $36,000
3 $60,000
4 $42,000
5 $54,000
6 $72,000
7 $38,400
8 $30,000
9 $33,600
10 $45,600

These are the most commonly cited occupations stated by fraudsters: “Manager”, 
“Professional”, “Driver”, “Owner”, “Other” and “Supervisor”.
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The Most Commonly Reported Incomes When Income Fraud Occurs

The Most Commonly Occupations Are Generic Titles
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Occupation Types Provided With Stated Income Can Signal Risk

Point Predictive conducted an analysis of loans that resulted in fraud and early payment default 
to understand if the occupation type associated with a borrower's stated employment 
represented risk. 

The findings concluded that certain occupation types were far more prone to default than 
others. The highest risk categories include hair stylist, self employed, customer service, and 
labor.

Occupation Type Risk Rate

HAIR/TATOO/MASSAGE/ARTIST 4.90%

SELF EMPLOYED 4.51%

CUSTOMER SERVICE 3.31%

LABOR/REPAIR/CONSTRUCTION 3.24%

SECURITY 3.12%

MEDICAL/DENTAL WORKER 2.62%

RESTAURANT/BAR 2.52%

CLERK/CASHIER 2.51%

HOME/HOTEL/OFFICE CLEANING 2.22%

HEAVY EQUIPMENT OPERATOR 2.14%

Occupation Groupings Reveal High Default Rate Occupation Types
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Lenders Cite Fake Paystubs Continue To Plague the Industry
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In 2021, lenders experienced high rates of forged paystubs received as a result of stipulation 
requests. One lender reported that up to 50% of the paystubs they received were forged or 
falsified. 

In a previous analysis of auto loan applications, Point Predictive observed that, on average, 
roughly one out of every ten paystubs provided to auto lenders as proof of income is forged. 

Lenders report a similarly shocking frequency of suspected forgeries. Of the lenders surveyed, 
more than 70% believe that at least 5% or more of the paystubs they review are materially 
misrepresenting income on a loan application.

70% 
of lenders have found that at least 1 in every 20 

paystubs they received are forged and falsified in 
2021

Paystub Sites Are Proliferating Online

A quick search online reveals that there are over 
160 companies offering automatic paystub 
generation today.    

These sites offer paystubs for an average of $5 
per generated paystub but some can charge as 
high as $15. 

While these services are most often used 
legitimately for people generating stubs, they are 
also used by fraudsters as an easy way to create 
falsified paystubs within minutes 

www.paystubsnow.com 
www.realcheckstubs.com 
www.paystubs.net 
www.thepaystubsnow.com 
www.formpros.com 
www.checkstubmaker.com 
www.paystubs365.com 
www.paystubcreator.com 
www.pay-stubs.com 
www.paystubdirect.com

Examples of Paystub Sites Online

http://www.paystubsnow.com
http://www.realcheckstubs.com
http://www.paystubs.net
http://www.thepaystubsnow.com
http://www.formpros.com
http://www.checkstubmaker.com
http://www.paystubs365.com
http://www.paystubcreator.com
http://www.pay-stubs.com
http://www.paystubdirect.com
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Synthetic Identity Fraud Risk
Synthetic Identity Fraud Trends Based On Consortium Analysis
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Synthetic Identity Loss Exposure to Auto Lenders Rose to 68 Basis Points
Synthetic identity fraud continues to grow and is becoming a real problem for auto lenders. In 
2021, cases of potential synthetic identities doubled within the consortium. 
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Metric 2020 2021

Synthetics 38,225 76,418

Synthetic Fraud Rate 35 basis points 68 basis points

Exposure 1,172,051,591 2,851,073,047

Average Synthetic Loan $30,662 $37,309

Average Loan Amount $19,486 $22,203

Synthetic Loan Difference 57.35% 68.04%

Median Non-Synth Time in File 83 76

Median Synth Time in File 10 13

Also concerning is the severity of loss that synthetics pose to lenders. Although cases doubled last 
year, growth in cases was outpaced by the overall loss exposure. The average loan amount for an 
application using a synthetic identity is higher than that of a normal borrower. In 2021, the average 
loan value for a synthetic was 68% higher than the overall average across the consortium. This can 
be attributed not only to the boldness of synthetics as they become more prevalent, but the increase 
in car prices due to inventory shortages. 

There’s also a stark contrast in the credit history of a synthetic compared to a typical borrower. 
Based on data within the consortium, synthetics have only reported to the bureau for one year, which 
is six times less than the typical borrower. They also only have two trade lines on average compared 
to nine for a typical consumer.
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Social Security Number Manipulation Is Evident in Most Synthetic Identity
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The rising rate of synthetic identity fraud in auto lending is being driven by large numbers of CPN 
(Credit Privacy Number) providers that coach and/or sell consumers stolen social security 
numbers. 

These CPN sellers are using various techniques including structuring social security numbers so 
that they appear to be providing legitimately issued social security numbers.

• Use of Invalid ITINs - Many 
applicants will create ITINs that 
are invalid based on their structure 
and format. 

• Recurring SSN Prefixes - 
Fraudsters with valid SSNs will 
use the first 5 digits of their own 
SSN and alter the last 4 digits to 
match their year of birth. 

• Deceased SSN’s - Fraudsters 
continue to use deceased SSN’s in 
the creation of synthetic identities. 

• Randomized SSN’s -  Synthetic 
fraudsters still rely on randomized 
SSN’s for synthetic identities 
because they are less likely to 
have a true victim. 

The Most Common Patterns of Social Security Number Misuse

Some of the most common patterns of SSN Manipulation in 2021 included: 
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Obfuscated Name Social Security 
Numbers Used # of Days Operating Loans Submitted Total Exposure

T*** Roja* 11 4 24 $433,312

R*** Cat* 10 155 39 $978,420

M*** Watki** 9 321 26 $435,803

A*** Boyd 9 231 40 $1,247,684

C*** Rodrig*** 9 223 33 $963,122

L*** Dos** 8 99 18 $559,655

T*** Goldsm*** 8 317 48 $926,093

R*** Boy** 8 237 8 $83,036

T*** Latha** 8 194 48 $1,351,064

C*** Bullo** 8 126 41 $628,457

Persistent Synthetic Can Hit Auto Lenders In Rapid Succession

Analysis of the Auto Lending Fraud Consortium by fraud analyst reveals that synthetic identity 
fraudsters are persistent.   They will engage in fraudulent activity over a long period of time using 
multiple identities and target many lenders in rapid succession. 

Once a synthetic identity fraudster is discovered, they will merely change the social security 
number and identifying information and create a brand new synthetic identity.  The fraud analyst 
at Point Predictive have identified hundreds of persistent fraudsters that are targeting lenders 
over and over again.

Examples of synthetic fraudsters using multiple SSNs
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Straw Borrower and Subleasing Fraud
Analysis of Straw Borrower and Subleasing Fraud Based On Consortium Data
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Straw Borrowers / Removed Co-Borrower Schemes

5 
The average # of days between applications 

submitted where a coborrower has been 
removed

When co-borrowers are removed between loan applications, it often suggests that the borrower may not be 
disclosing for whom the vehicle is being purchased. This can create additional risk to the lender because they 
aren’t sure who the true buyer is, and in the event of a repossession it can be much harder to locate the vehicle.  
In these cases, the primary borrower typically reapplied in less than a week, and the co-borrower's credit score 
was on average of more than 70 points lower than the primary borrower's credit score.


However, this scheme isn’t solely employed by borrowers. Many times the dealer is the real perpetrator and the 
borrower is unaware of the changes made to the application. In 2021, there were more than 35,000 instances 
where the dealer submitted an application for the same borrower, for the same vehicle, on the same day, where 
the co-borrower had been removed. 

Subleasing Emerged as a Significant and Well-Hidden Threat To Auto Lenders

Primary Co Applicant

546

617

Average FICO

71 Points 

Subleasing fraud is one of the hardest fraud types to detect and one of the most well-hidden fraud schemes 
that plague auto lenders today.

1. High-priced vehicles with low cash down 

2. Borrowers with 3+ auto loans in a year 

3. High number of recent inquiries 

4. Credit repair company as their employer 

5. Rotating through multiple vehicle types and models 
across applications

At its roots, subleasing fraud is a variant of straw 
borrower fraud where individuals or fraud rings finance 
multiple vehicles with different lenders and then sublet 
those vehicles to make big profits. 


While subleasing in and of itself is not a criminal activity, 
these fraudsters are often using stolen identities, 
synthetic identities, or in some cases recruiting straw 
borrowers to do the dirty work for them.


And it’s a sizable problem. Some lenders have reported 
that up to 20% of their fraud losses are due to different 
subleasing schemes.

5 Red Flags of Subleasing Fraud
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Credit Washing Fraud
How Credit Washing Is Impacting Auto Lenders
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Credit Washing - The Hidden Fraud That Hurts Auto Lenders
Credit washing is the systematic dispute of derogatory trade lines as identity theft rather than an 
error on the trade line in an attempt to boost credit or conceal prior fraud. 

Lenders have reported a sharp rise in credit washing since 2018 which was driven up by changes 
in the FTC’s requirements for identity theft reports.  At that time, consumers would no longer be 
required to submit police reports to substantiate their claims, they could merely use an online 
affidavit and report it electronically.  This lead to a dramatic rise in claims at lenders - in some 
cases over 400% over the year before.

Credit repair fraudsters appear to be driven by two motivating factors - exploiting the system, or 
extending synthetic identity usefulness. 

#1 - Consumers That Exploit The System 

A segment of the credit repair industry utilize credit washing as a way to seemingly boost their 
customers’ credit scores, many times unbeknownst to the consumer. The credit repair companies 
see this as a quick way to “repair” their customers’ credit and ensure good reviews and referrals. Is 
this criminal? Maybe. Is it unethical? For sure. 

#2 - Synthetic Fraudster That Want to Extend the Synthetic Identities Usefulness 

Point Predictive has also begun to see this as a common method for cleaning synthetic identities. 
Once the synthetic has already been used to bust out, the fraudster can continuously dispute the 
trades as identity theft until they’re cleared and have a seemingly fresh synthetic to use again. Rinse 
& Repeat

Two Sides Of The Same Coin
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Point Predictive Methodology For Flagging Potential Credit Washing 

Point Predictive flags suspected credit washing cases based on rapid changes in tradelines and  
credit scores within a year.  Applications that are submitted within one year of each other where a 
borrower’s credit score has increased by at least 100 points and the number of trade lines reporting 
is reduced by at least 20% are flagged as potential credit washing.

Credit Washing Ran At 30 Basis Points For 2021
Point Predictive estimates that credit washing cases dropped from 39 basis points of application 
volume to 30 basis points of application volume during 2021.  To analyze the trend Point 
Predictive’s Data Scientists took a large sample of applications where there were multiple loan 
submissions within the same year and compared the level of potential credit washing between the 
time of the first and second application.
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Fraud Hot Spots and Cars
What The Data Shows Us About Fraudsters Preferences and Patterns
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Top Risk Fraud Hot Spots for Auto Lenders

Rank MSA City State
1 915 Burbank CA
2 912 Glendale CA
3 331 Miami FL
4 303 Atlanta GA
5 904 Santa Monica CA
6 948 Richmond CA
7 330 Miami FL
8 369 Meridian AL
9 324 Panama City FL

10 333 Fort Lauderdale FL
11 606 Chicago IL
12 112 Brooklyn NY
13 723 West Memphis AR
14 328 Orlando FL
15 482 Detroit MI 
16 104 Bronx NY
17 946 Oakland CA
18 944 San Mateo CA
19 770 Houston TX
20 113 Flushing NY

The majority of high risk applications within the consortium came from just a few states in 2021. The 
highest concentration of fraud-related risk occurred in California, Florida, Georgia, Texas and 
Michigan.

Fraud Hot Spots Across the US

The top 20 MSA’s for fraud risk indicate that most high-risk activity occurs in more densely 
populated areas of the country with heavy concentrations in California and Florida.
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Top Risk Cars Associated With Confirmed Fraud in 2021

Rank Car Make and Model

1 Mercedes Benz R Class

2 BMW Alpina

3 BMW Gran Turismo

4 Lexus LS 430

5 Toyota Camry Solara

6 Ford Thunderbird

7 Mercedes Benz CL Class

8 Saturn Outlook

9 Lincoln Mark LT

10 Jaguar XK

Rank Car Make and Model

1 Infiniti G Series

2 Ford F-150

3 Chevrolet Silverado 1500

4 Ram 1500

5 Chevrolet Suburban 1500

6 Volkswagen CC

7 GMC Sierra 1500

8 Chevrolet Malibu

9 Nissan Versa

10 Mercedes Benz E Class

Top Risk Cars Associated With Early Payment Default in 2021

Point Predictive analyzed fraud rates by vehicle type. The top 10 vehicles preferred by fraudsters 
include a mix of luxury vehicles and more common cars with lower price tags.

Point Predictive analyzed the early payment default rate by vehicle type. The top risk vehicles for 
early payment default also follows a similar trend of a mix of car types.
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Investment and Predictions in Fraud
Predictions for 2022 and Beyond
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Auto Lenders Invested In Analytics, Technology and Data in 2021
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The fight against fraud continues to be a challenge for automotive lenders, but according to a 
Point Predictive survey they are shifting their methods to better prevent these schemes in the 
future. 

Lenders are beginning to realize that throwing additional bodies at the problem will not make it 
go away, and by investing in better data and analytics they can begin to prevent fraud, rather 
than just react to it. 

The vast majority of lenders that took part in the survey noted that they would be focusing on 
investing in their own internal analytics, acquiring new data, and enlisting new technologies to 
help enhance their current strategies.

Lenders Are Leaning On Data and Technology To Help Fight Fraud In 2022
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Point Predictive estimates that auto lending fraud risk will continue to represent significant 
challenges to the auto lending industry in 2022.     

Digital automation and the move towards direct lending is creating unique challenges for lenders. 
Lenders are being pushed to offer more convenient and frictionless ways for consumers to finance 
cars while simultaneously battling an array of new attack vectors by fraudsters. 

We have 5 predictions for this year: 

#1 - Net Losses Will Increase as Car Prices Normalize 

As the value of used cars begins to normalize, recovery amounts will begin to decline as vehicles 
sell at auction. Loans that booked during 2021 will see higher loss rates due to easing of used car 
prices over the next year. 

#2 - Automation Will Challenge Lenders and Some Will Experience Higher Losses 

As seen in the consortium, Millennials and Gen Z are starting to become the majority market. 
These generations are focused on ease of use and a seamless experience. In order to stay 
competitive in the market, lenders will be pressured to expand their automation efforts even if they 
haven’t had the time or budget, to put in place the proper fraud controls 

#3 - Regulatory Burdens Will Continue To Create An Environment With High Levels of Credit Washing 

Instances of credit washing will continue to grow throughout 2022 as credit repair companies 
leverage it as a way to satisfy their customers, and as third-party fraudsters discover its success in 
cleaning synthetics. Due to the regulatory requirements of the FCRA, lenders are going to have to 
keep up with a flood of potentially false identity theft claims which will put the burden on their 
investigators. 

#4 - Scarcity Will Create More Fraud Opportunity 

Inventory scarcity for most of the year will create more fraud opportunity. Whether it is dealerships 
under stress to keep their business afloat or opportunistic scammers preying on victims, low levels 
of inventory create an environment ripe for fraud. 

#5 - Identity Theft Attempts Will Increase 

The US is experiencing record-setting levels of identity theft. The pandemic activated hundreds of 
thousands of identity fraudsters who were drawn to the easy stimulus money. Now that those 
funds have dried up, those same new fraudsters are looking for new targets. Auto lending will 
become one of their primary targets and lenders will see higher levels of identity theft on their new 
originations. 

Predictions for 2022 
Increased Risk as Lenders Automate More Loans and Economy Tightens
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